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Abstract

Trusted computing has been proposed as a way taneahcomputer security and
privacy significantly by including them in the dgsiof computing platforms instead
of adding them on top of an inherently insecurenftation; however, the project has
attracted much criticism. This dissertation lookdrasted computing from the user
perspective. Possible beneficial uses of the tdolggoare brought up, and some of
the raised criticism is discussed. The criticismansilyzed in an attempt to find out if
the criticism is correct on all points, or if somkit is the result of misinformation or
misunderstanding. The conclusion is that not a# #rguments against trusted
computing are correct, and that the possible irpbos for users are taken into
account in the development process. The dissantatiods on a positive note,

concluding that trusted computing is possible withthe worst fears of the critics
coming true.
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1 Introduction

1 Introduction

Traditionally, security has been seen as somettiiagis added on top of computer
hardware and software. This has worked fairly wiellf there is one fundamental
problem with this approach: as attacks on compuieceme more sophisticated, it is
no longer possible to take for granted that thellware and software on which current
security features are based can be regarded dsdrasd safe. If the foundation of
these security features cannot be completely nlustl® such features provide
sufficient security? The answer is that they do. Mlicious users or code could
circumvent security features since the foundatiorvhich they are based is insecure.

The TCPA (Trusted Computing Platform Alliance) antbre recently the TCG
(Trusted Computing Group) have proposed a solutothis and related problems.
The idea is to provide security and privacy atftimdamental level to form a trusted
foundation for computing. Security should not bmething that is added on top of an
insecure basis; rather it should be present afuhdamental level. The TCG was
formed in April 2003 and it superseded the TCPAGIQ003a). The term “TCPA” is
nevertheless still widely used, and therefore grent“TCPA/TCG” will be used in
this dissertation when referring to the work pressly done by the TCPA and now by
the TCG.

Microsoft has developed its own project for trustemmputing: NGSCB (Next-
Generation Secure Computing Base), formerly knowatadium. It is based on the
work of the TCPA/TCG, but there are differencesugetin TCPA/TCG and NGSCB.

Much criticism has been raised against trusted coimg, and there are important
issues of user privacy to consider. This dissematvill bring up benefits of trusted
computing for users, and some of the criticism Wwél analyzed and discussed in the
light of the information that is available from tleeganizations that are developing
trusted computing. Related issues will be broughivhere appropriate.

A background of TCPA/TCG and NGSCB will be givenGhapter 2, where security
and privacy will also be discussed briefly. Cha@erontains the description of the
problem, which is the starting point for the rektie dissertation. The next chapter,
Chapter 4, will describe how the problem was apghned. Chapter 5 is the main part
of the dissertation: it is here that the probleri e analyzed and discussed. Chapter
6 provides the conclusion of this dissertation. Arengeneral discussion concerning
what has been brought up previously in the texthdlgiven in Chapter 7.



2 Background

2 Background

This chapter is concerned with security and privawygeneral, and it gives a
description of TCPA/TCG and NGSCB. These descmigtiare not exhaustive and do
not go deeply into all aspects of the two systemasyever, all the relevant features
are discussed in as much detail as is necessattydfqurpose of this dissertation.

2.1 Security and Privacy

This section contains a general discussion of #gcand privacy in the context of
computers: what the terms mean and why they areoriiamt. It begins with a
description of how security and privacy have beesvipusly addressed, and ends
with a new approach that has emerged quite recamidlythat promises to enhance
computer security and the protection of privacyirmtuding them in the basic design
of computer systems.

2.1.1 Security

Today computers and networks are important to oaresy and they are becoming
increasingly important at the level of the indivédlas well. The more things depend
on computers, the more essential it is that theypaotected from threats of various
kinds, such as physical damage, unauthorized gcaedsnalicious software (Russell
& Gangemi, 1991). In a society whose daily fundtgndepends on computers, it
would be a complete disaster if something happettedhem that caused the
computers to malfunction. Examples of such events software bugs, faulty

hardware, virus infections, and corrupted data.

In the beginning, when computers were rare, thely oreeded protection from
physical threats, which include theft, unauthorizeetrsons operating them, and
natural disasters such as floods and earthquakesgiding such protection was not
very difficult as most people did not have accesthe computers or knew how to
operate them. The only people who were allowed 9e the computers were the
operators (Russell and Gangemi, 1991). As techyolieyeloped, the conditions
changed. When computers moved out of dedicated gmmpooms and into our
homes, and with the advent of networking, the ol wf protecting computers was
no longer adequate. New means of protection netxdbed developed to keep up with
the threats introduced by the change in how computeere used (Russell &
Gangemi, 1991).

Ever since computers became widely available anthexted to each other in
networks, protecting information has been of thmast importance. Not only is there
a need for protection against unauthorized locatsjsbut also from things such as
viruses and other malicious software, unauthorimdote users, and disclosure of
personal and sensitive data without the owner'sen(Pfleeger, 1997).



2 Background

Presently, the definition of computer security lkaslved and now includes aspects
that were not originally part of the definition. &lthree aspects of computer security
today are, according to Pfleeger (1997), the faihgw

» Availability: authorized entities should have accesthe data.

» Confidentiality: authorized entities are the onhese that are allowed to access
the data.

* Integrity: authorized entities can create, chaagé, delete data.

To guard against viruses and malicious code therearitivirus software that
recognizes these threats by using a virus signdilerePfleeger (1997) writes that
signatures are the signs by which a virus can begrézed (how the virus operates).
A signature file contains known characteristicsdahgerous bits of code that allow
antivirus software to identify malicious code arabgibly remove it and fix files that
might have been infected. It is obvious that tlgnature file needs to be regularly
updated in order for the antivirus software to keepwith the latest threats as new
ones are continually developed and discovered. drttvirus software will not be
able to protect systems from new viruses if it dogsknow how to find and then deal
with them.

Another threat to computer systems stems fromdbethat every Internet-connected
computer can potentially fall victim to remote wus#rat try to break into it or use it as
a starting point for further attacks. Firewalls ased to prevent unauthorized access
to computer systems and information from the exeworld by limiting incoming
connections (Chapman and Zwicky, 1995). In additorthis, firewalls also make
sure that only authorized outbound connectionsbeaestablished. The latter is useful
for stopping things such as leakage of informatiad software that "phones home,"
e.g., the software contacts the developers andssiemdexample usage statistics or
reports about the computer environment in whichhas been installed. As an
example, the firewall could be told to let outbowwhnections be initiated only by
the Web browser. If another application, such agwspe, tries to establish an
outbound connection to send information back taé@gelopers, the firewall will deny
this request. (Chapman & Zwicky, 1995).

2.1.2 Privacy

As Cavoukian and Tapscott (1997) point out, privecylifficult to explain, yet most
people know what it is about, and the conclusiocat #tan be drawn is that what
different people include in the term “privacy” isllgective. One aspect of the
protection of privacy that is important isnaintaining control over the information
that is circulating about you—informational privdcfCavoukian & Tapscott, 1997,
p. 12), and another aspect—territorial privacy—asestablish and defend a private
sphere that the outside world is not allowed teenthere is also what Cavoukian
and Tapscott (1997) call “privacy of the persontiieir concerns the human body and
such things as medical examinations and the ta&ntystoring of for example skin
cells and blood. Other types of privacy also exmich as workplace privacy.
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However, Td]efinitions of privacy have been as simple as wadl-known words of
Louis Brandeis of the United States Supreme Couri890: ‘the right to be let
alone.” (Cavoukian & Tapscott, 1997, p. 11)

In this dissertation, the word “privacy” is takemrmean what Cavoukian & Tapscott
(1997) call informational privacy. The person toamh the personal information
belongs should be the one who has the ultimateraloover when and under what
circumstances this information is released to oteties, and for what purposes
those parties use the released personal informakarthermore, even after the
information has been released, the person it cascgnould have control over the
information so that he or she can demand that enoysein it be corrected and that the
information be used for requested services only aot for things such as direct
marketing.

Before computers became widely available, priva@g wot as big an issue as it is
today (Cavoukian & Tapscott, 1997), the reasondéat personal information was
much harder to obtain due to the fact that it whstared on paper. Furthermore, with
personal information only available on paper ataerlocations, it was much more
difficult and took a very long time to combine thiéferent records for the purpose of
compiling a comprehensive file containing all knowarsonal information of an
individual.

Today personal information is stored in digitalniat and can therefore easily be
distributed to other locations—even to the othde 2f the planet—in no time at all,
and digital databases can be quickly merged by dalveomputers. This opens up
the possibility of cross-referencing and merginffedént databases, something that
makes it possible to build detailed profiles ofivnduals, and such profiles could then
be used for targeted advertisements, among othegsthClearly, this is a potential
threat to privacy. The more information that isretbin various databases, the bigger
the threat, and if different databases are linke@ach other, it will be possible to
build one big database containing information abadividuals gathered from the
linked databases (a simple example of this is shiavigure 1).
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Figure 1. It is possible to get a much more comprehensieélerof individuals by merging databases
that contain different data about the individualat@bases 1-3) into one database (database 4). This
requires that each database participating in thhgededatabase contain at least some identifying. dat

2.1.3 A New Approach to Computer Security and Privacy

As can been seen from the two previous sectiores,ndtessity of protection has
changed drastically from the beginning of the cotaplera to the present time.
Current methods to handle security and privacy lerab are based on the addition of
software, or in some cases hardware, thus seemgitseand privacy as external
issues from the viewpoint of the system itself. Awnway of fulfilling the
requirements of security and privacy is required keep up with the current
technological developments in the area of compuflmge has come to take security
and privacy in computing to the next level by iklicing a new approach.

This new approach is low-level security and intigggrotection, which means that
protection mechanisms must be present in the Ibasawvare as well as in the BIOS
(Basic Input/Output System) and in the operatingteay (TCPA, 2002c). Security
and privacy needs to be integrated in the syststeaa of being added on top of it in
an ad hoc manner. Software on its own cannot peothe trustworthiness that is
needed to keep up with the technological progredstae possibilities and threats that
come with it (TCPA, 2000). There is nothing an @peg system—no matter how
secure it is—can do to counter the threat of uraigbd software executing before
the operating system has loaded and taken contréheo system. Therefore, the
starting point must be a device that can be truatetlcannot be modified, and this
device can then ensure that other devices in thieisycan be trusted.



2 Background

2.1.4 Summary

Security and privacy have become very importantdssn an increasingly digitalized
world. There are many options available that prevégcurity and ensure personal
privacy, but they take an external approach in segurity and privacy are added on
top of the system. A different thinking in whichcsety and privacy are seen as
inherently internal has emerged. In this thinkisgftware alone cannot guarantee
security and privacy; an additional part is needaald this part is provided by
hardware. The need for security and privacy to éensas fundamental parts in a
computer system has emerged from the fact thageumethods of providing security
and privacy have their limits and can potentiakcbme inadequate or even obsolete
in a not-too-distant future.

22TCPAITCG

In this section, an overview of TCPA/TCG is givemdarelated terms and concepts
are discussed. TCPA/TCG introduces new hardwaretitims that will verify and
measure the state of computer systems. Thesecatioils and measurements are
then used to ensure that the systems can be cosdilestworthy in communications
with other systems.

2.2.1What ISTCPA/TCG?

The TCPA is an alliance that was formed in 1999y companies (Compaq, HP,
IBM, Intel, and Microsoft) with the purpose of piding a foundation for trusted
computing by developing a standard that specifies lrusted computing can be
implemented (TCPA, 2002a).

On April 8, 2003, the creation of the TCG was amuad (TCG, 2003a). The group
was founded by AMD, HP, IBM, Intel, and Microsofthe TCPA members were
invited to join the TCG (there was no automatiosfer of members), and the work of
the TCPA was taken over by the TCG to be furtheettgped (TCG, 2003a).

The list below contains the aims of the TCPA/TCG@ amusted computing (TCPA,
2002a):

* Create a standard for computer and informationrggdhat is independent of
the platform on which it is implemented.

* Protect sensitive data by providipgotected storage

* Make it possible for computing devices to authextéc and identify
themselves in a way that cannot be abused oriqfemote attestation

» Put the control of privacy and integrity informatim the hands of the users.
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The TCPA/TCG should providéa ubiquitous and standardized means to address
trustworthiness of computing platfort@& CPA, 2002b, p. 4). In another document,
the mission is stated like thi§t]Jo maintain the privacy of the platform owner &
providing a ubiquitous interoperable mechanism atdate the identity and integrity
of a computing platform({TCPA, 2002c, p. 2).

TCPA/TCG is not limited to a certain platform, acah therefore be implemented on
all kinds of computing devices, such as PCs, chalbbngs, and personal digital
assistants (PDAs), although that requires a spatifin that is specifically suited for
each kind and also in accordance with the genda#fopm-independent specification
(TCPA, 2002a).

2.2.2 Trust and Trusted Platform

Trust is defined in the following way by the TCP20Q1, p. 4): &n entity can be
trusted if it always behaves in the expected maforathe intended purposeThis is
the behavioral definition. This definition of trugt, however, not the only one.
Pearson (2002) discusses a social definition st:tru

“The social component of trust relates to what st to be trustable
(capable of behaving properly); that is, trustwortin a social sense,
when people agree that the trusted iterbagsa fideand will do the right
things” (p. 4).

The social aspect isath expression of confidence in behavioral tr§Bearson, 2002,

p. 4). Social trust is present in the context ofPRCTCG: in the case of certificates
that state that the trusted computing components igertain platform are in

accordance with TCPA/TCG, for example (Pearson2p08ere it is not about how
the components actually behave, but what is imporiga that the designers of the
platform assure you that it complies with TCPA/TG®Bleeger (1997, p. 270) writes
that trust s a quality of the receiver, not of the giyewhich is exactly the case with
TCPA/TCG.

If a platform can be trusted by both local and resvemtities, then it is referred to as a
trusted platform (TCPA, 2001). The idea is thatlatfprm should be able to make

reliable measures and correctly report how it israpng. This information can then

be matched against the results that would be exgdodbm a platform that operates
correctly; for example, the measured integrity metrare compared to a list of

integrity metrics characteristic of a computer rimgnan acceptable configuration as
defined by the remote party. There is a need fthaiiies to provide the results that
the matching is performed on, and these authoritiest be trusted by both the

platform and the entity on the other end (TCPA,)00he user operating the local
platform and/or a remote party can then make judgsnbased on this information,

depending on for what the platform will be usede Tequirements will of course vary

since different remote parties will have differatdmands on the platforms with

which they communicate.
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The following properties are required of computiagd transactions for trusted
computing (TCPA, 2002a):

* Trusted: Does what it is supposed to do and caladewhat it is supposed to

do.
* Reliable: Available when needed, can take actiogairnst threats to its
availability.

» Safe: No unauthorized and potentially harmful opens are allowed.
* Protected: Information is shared with authorizedigs only.

» Private: Users control their privacy.

The list above shows that the term “trusted conmggitcomprises many aspects. It is
worth noting that according to the listed itemsyaey is included and is not seen as
something that lies outside the scope of trustedpeding.

2.2.3 Important Termsand Entitiesin TCPA/TCG

The Subsysters the isolated system that is trusted to work alsould since it cannot
be tampered with, and it is the core of TCPA/TCdnitity and integrity are assured
through credentials, which are obtained through tisage of a Public Key
Infrastructure (PKI) (TCPA, 2001). The purpose loé [TCPA/TCG Subsystem is to
make sure that the client is trusted by measurimgj @eportingintegrity metrics,
which are defined asneasurements of key platform characteristics et be used
to establish platform identity, such as BIOS, boatler, OS loader, and the OS
security polig” (TCPA, 2000, p. 4).

The TCPA (2001) writes that the Subsystem capasliffunctions) are divided into
two parts depending on whether or not they aftsdrustworthiness:

* Trusted Set (TS)he capabilities that are vital for the trustvinimess of the
Subsystem, i.e., if any of these are not trustwgrthen the Subsystem as a
whole is not trustworthy.

* Trusted Support Set (TSSThe capabilities that do not influence the
trustworthiness of the Subsystem, although thegooirse have to operate as
intended for the Subsystem to operate as intended.
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The TS can be divided into a number of subcompen@@PA, 2001):

* Root of Trust for Measurement (RT.Mhe measurement capabilities.
* Root of Trust for Reporting (RTRIhe reporting capabilities.
* Root of Trust for Storage (RTI)he storage capabilities.

The RTM contains, among other things, f@ere Root of Trust for Measurement
(CRTM) which is where the computer starts executing i titusted state (TCG,
2003b). The results of the measurements made bR are given to the RTR,
which protects the results from alteration and reppthem when they are requested
(TCPA, 2001). Thus, it is the RTM and the RTR tloafether provide the information
about the computing environment in the platfornd tinis information is then used by
other entities to judge whether the platform idbétrusted or not. The RTR uses a
cryptographic identity to ensure that the messadagesnds are not the result of
fraudulent activity (TCPA, 2001). Even if the idéytdoes not include all the trusted
capabilities, it still works if trust is indirectf an RTR with a certain identity belongs
to a specific platform, then that platform contdiine other trusted capabilities as well
(this requires a statement from a trusted authdhst the platform does indeed
contain those trusted capabilities) (TCPA, 2001).

Trusted Platform Module (TPMjs a term used for all the trusted capabilities,
excluding the RTM (TCPA, 2001). These capabilities those that are the same for
all trusted platforms (the RTM may differ dependiog what platform it is
implemented on). The TPM uses cryptography to ifleniself and to report the
measurement results (TCPA, 2001). This means that possible to identify each
TPM uniquely. The TPM works together with specgaftware to achieve the aims of
the specification (TCPA, 2000).

2.24How Does It Work?

In the text below it is assumed that the platfosna iPC. Even though TCPA/TCG is
designed to be platform-independent, it has thubdan worked out primarily for the
PC platform. These examples are provided to cotiveygeneral idea of TCPA/TCG.

The boot procedure of a TCPA/TCG-compliant PC wdaddin with assuring that the
BIOS can be trusted. This is accomplished throudlalag between the TPM and the
TCPA/TCG-compliant part of the BIOS. After thatetBIOS engages in a dialog
with the operating system loader and the TPM tauenshat the operating system
loader can be trusted. When the operating systadelois trusted, it "talks" with the
operating system kernel. (The operating systemekesrdefined by Pfleeger [1997, p.
292] as the part of an operating system that performs tveekt-level functions [...]
such as synchronization, interprocess communicatiomssage-passing, and
interrupt-handling?) Starting with the loading of the operating systekernel,
everything that now takes place is under the sugiervof the kernel (TCPA, 2000).
This procedure is described graphically in Figure 2
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Figure 2. Integrity measurements and storing of measuredegatiuring a PC’s boot process. (After
TCPA, 2001, p. 18.)

Trust is extended from the TPM all the way up te #pplications. The basic idea is
that the lower level assures that the level abbwan be trusted, and then that level
assures that the next level can be trusted, amh.sm other words,the initial point

of trust (TPM and BIOS) spreads the trust throughba whole system, thus resulting
in a Trusted Clierit(TCPA, 2002c, p. 2).

Data can be securepealed(encrypted) using a key that is tied to a spearfiegrity
metric of a computer (TCPA, 2001). This can be usednsure that data sealed on
one computer can only hamsealeddecrypted) on that same computer, and then only
if the platform configuration is the same as it wdsen the data was encrypted. The
latter means that data sealed under a certain topersystem cannot be unsealed
under a different operating system even if thaeotbperating system runs on the
same computer, and data sealed on one computeptchanunsealed on another
computer.

The following is a simplified example that descalremote attestation. Suppose that
a user wishes to watch a streamed movie on hisfiraputer. The application that is
used to watch movies sends a request to the mosweder’'s server. The server needs
to make sure that the client complies with the gyothat the provider has set for the
client to be able to download the movie. Consedygtite server sends a request to
the client for its integrity metrics. Upon receipt the request, the client signs the
integrity metrics digitally and sends them to theguesting server. The digital
signature has two purposes: it makes sure thatirttegyrity metrics cannot be
tampered with during transmission and it allows tleeeiver to verify that the
signature belongs to the client that it claimsaimes from. Now, assuming that the
signature was authentic, the server determineshef ¢lient is trustworthy by

10
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examining the received integrity metrics and conmgathem to the integrity metrics
expected from a client that is trustworthy accogdia the definition of the content
provider. If the client proves to be trustworthfzietserver sends the movie to the
client. There is no judging of the integrity megricvolved in TCPA/TCG,; it merely
reports the integrity metrics and leaves the juggof trustworthiness to the
requesting entity (TCPA, 2000; 2002e).

Related to remote attestation is the ability tohanticate a platform and/or user
(TCPA, 2002a). The former allows remote partiemtke sure the system with which
they are communicating can be trusted, and therlat a means for secure user
authentication. With traditional user authenticatibis the user credentials (i.e., user
names and passwords) that decide what can andtcherdone. TCPA/TCG takes
this further by making it possible to ensure thayasers logged on with certain user
credentialsand working from certain computers can (or cannot)fgren certain
operations. If a user logs on using what is comedi@n insecure computer within an
organization (e.g., from an open computer room am@ersity) certain sensitive
operations cannot be performed, but when the sasmse logs on using a secure
computer (e.g., his/her workplace computer locateda locked room) those
operations can be performed (see Figure 3). Theansdentials can thus be securely
tied to the specific computer that is used, anderdiht restrictions can apply
depending on what computer is used.

Public computer room Private workspace computer
Authenticated user: John Doe

=== u=sp Restrictions apply

=P No restrictions

Figure 3. It is possible to apply different restrictions thre same authenticated user depending on the
computer that the user is logged on to and usiege khe restrictions concern operations on a server

11
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2.2.5 Summary

The TCPA/TCG was formed to develop a specificatiat would infuse trust into the
world of computers. Since software is not suffitiemkeep up with the demands of
an increasingly digitalized and networked worldidveare is used to provide a solid
foundation upon which software can then be verif@drustworthiness. TCPA/TCG
requires some changes to the hardware and to rcexdétware applications in order
for it to work. It is through the cooperation betmehardware and software that a
system’s components can be verified against cevlires that would be expected for
a system that is trustworthy for the intended usafjee system is considered
trustworthy if the reported values match the expeefalues.

2.3NGSCB

This section gives a description of Microsoft's N&5project and related terms and
concepts. Like TCPA/TCG, NGSCB aims to provide se@omputing and protection

of privacy. However, while TCPA/TCG is primarily @it ensuring that computer
systems can be trusted, NGSCB strives to be a esemumputing environment,

including security measures on the local machinehsas encryption of information

traveling from the graphics card to the monitor foom the keyboard to the

motherboard.

NGSCB was originally called Palladium, but that eodame has since been
discontinued in favor of the current name becabsenew name describes what the
project is about, and because Palladium is a nameadoft trademarked name

(Dudley, 2003; Lettice, 2003). Regardless of thie project is widely known as

Palladium; therefore, that name will appear in safnthe references.

2.3.1What ISNGSCB?

NGSCB is the name of a number of Microsoft-devetbpemponents designed to
provide a secure foundation for computers (Cardoigrez, Polk, & Leininger, 2002).
To take full advantage of NGSCB a new generationhafdware and software
designed with NGSCB in mind must be used becauserduhardware and software
cannot take advantage of the new technology. htiogl to this, it is important to note
that this does not imply that existing hardware aoftware will be useless. As
Carroll et al. (2002) note, non-NGSCB hardware aoftware must also work on a
NGSCB-enhanced computer. The difference is thateatirhardware and software
cannot live up to the standards required for NGSU#t is why a new generation of
hardware is needed and why new software needs teritten or current software
rewritten to take advantage of the NGSCB featusesvever, Microsoft is expecting
a gradual shift over to NGSCB-enhanced systemsgctiporation does not expect
that all systems will be upgraded immediately (Mswoft, 2002).
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Since Microsoft is a member of the TCPA/TCG, NGSGBviously has many
similarities with it as it is based on that spewfion. However, NGSCB is not,
according to Microsoft (2003c), merely an implenagioin of TCPA/TCG. The main
difference is that NGSCB has a wider range of fisnetiity than TCPA/TCG has: the
latter focuses on attesting trustworthiness wiigeformer is a more general approach
to secure computing.

Carroll et al. (2002) write that NGSCB is suppogeg@rovide the following:

» Higher security of information.
» Better protection of users’ privacy.

» A guarantee of a system'’s integrity.

These features are provided through a trusted érecsubsystem, which is the result
of the combination of new hardware and enhancemsrdde to the Windows
operating system.

2.3.2 Important NGSCB Terms

The features of NGSCB can be divided into two typesdware and software. The
hardware part consists of the following:

e Security Support Component (SSC@he SSC can be thought of as the
hardware brain in NGSCB and corresponds to the TIRMICPA/TCG.
Microsoft (2003c) states that the SSC performs yguimn, decryption,
generation of digital signatures, and verificatibased on asymmetric
cryptography (one key for encrypting and one kaydecrypting). It is also
responsible for encryption and decryption basedsymmetric cryptography
(one key for both encryption and decryption), amdHashing. The SSC must
contain at a minimum one private key of a key gasymmetric) and a
symmetric key that never leave the chip (Microsa®03c).

» Attestation.The mechanism by which users can allow otheriestib obtain
certain knowledge of the platform environment (M&oft, 2003a). (This
feature is shared with TCPA/TCG.)

* Sealed storage&Some data can be stored in a way that makesatésaible to
all programs except the one that sealed the datarmg on the same system as
the data was sealed under (Microsoft, 2003a). Tisns that the sealed
storage cannot be accessed from another operatatgns or if the physical
hard disk is inserted into another machine. (Thaatdre is shared with
TCPA/TCG.)

e Strong process isolationAchieved by adding a mode bit to the central
processing unit (CPU) to distinguish between stechdad trusted mode, and
by allowing a portion of the random access mem&#§Nl) to be accessed
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only when the CPU is in trusted mode (this is knagturtained memony
(Microsoft, 2003a). No software running in standandde—including the
operating system—can access information in theddusiemory areas.

Secure input and outpuData traveling, for example, between the keyboard
and the motherboard (keystrokes) or between thphgra processing unit
(GPU) and the monitor (the image displayed on thenitor) is
cryptographically protected so that it cannot ercepted and picked up by
unintended parties (Microsoft, 2003a).

The software part consists of the following:

Nexus(formerly known as the Trusted Operating Root, JOFRhe software
supervisor. It handles the NGSCB functionality dre tsoftware side by
providing services that trusted agents use. Theseperates in kernel mode
(as opposed to user mode) in the trusted spacen&@hes can be thought of as
the software brain in NGSCB. Microsoft (2002) sd#lyat the source code of
this vital component will be published openly satth can be scrutinized and
verified by external parties (doing this will nat any way endanger the
security of the component).

Nexus Computing Agents (NCA®)trusted agentsUser-mode software that
executes in the trusted environment (Microsoft, 3300 They can be

programs, parts of programs, or services. Secseitgitive operations must go
through the nexus. A trusted agent need not beidenesl trusted by all

entities; rather, an agent that is trusted fromvilea/point of one entity is not

necessarily trusted from another entity’s viewp@@arroll et al., 2002).

NGSCB introduces a strong isolation between thdittoenal computer system and the
new features that NGSCB adds. This isolation betvatandard and trusted mode can
be seen in Figure 4.
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Figure 4. The vertical line represents a hardware- and soéivibased isolation mechanism. To the left
of the line are the traditional components of a potar system and to the right are the basic featnfre
NGSCB. (After Microsoft, 2003b, p. 1.)

2.3.3How Does It Work?

Microsoft plans to let NGSCB be an opt-in systermar(@ll et al., 2002). This means
that users actively must choose to enable NGSC& INMGSCB-enhanced systems
will have the NGSCB functionality turned off by deft. To ensure that no software
can enable NGSCB if it is currently disabled, NGS&B be completely turned off at
the hardware level, which makes it impossible foftwgare to enable it. It does,
however, seem likely that if trusted computing ebeccomes widespread, many
applications and services will require that it malded; users are thus faced with a
Hobson’s choice.

A NGSCB-enhanced PC arrives at a trusted stateughrca process known as
authenticated startupMicrosoft, 2003a). During this process the neisustarted and
enables hardware and software to can be autherdicadhe nexus itself is
authenticated during the boot process. It is ingurto note that the SSC and the
nexus are not part of the boot process; they atmted when the user requests
NGSCB services, and this can happen any time dfftercomputer has booted
(Microsoft, 2003c).

Computing devices and software can verify that otbemputing devices and
software applications can be trusted by means t&station (see section 2.3.2)
(Carroll et al., 2002). This is important in manfuations, such as when accessing
financial services. When a server wants to asduae the client with whom it is
communicating can be trusted, it sends a requeshformation about the client’s
current state to the client. The client respondth whe required information, and
based on the received information the server decidether or not the client can be
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trusted. Additionally, both parties can be cert@ithe other party’s identity, and they
can communicate securely with each other.

Encryption is performed with secrets that are uaitpueach system, which means that
encrypted information is useless if copied to aap#ystem or if the storage medium
(hard disk) is stolen (Carroll et al., 2002). Thexrets are protected through both
physical and cryptographical means. Since the te¢sside in the hardware, no

malicious software can gain access to them witlgoirnng through the nexus, which

will ensure that only trusted software is allowexd gass. In the event that these
hardware secrets are revealed, they can only be taseompromise the system to

which they belong. Therefore, if the secrets of epstem are revealed, it does not
mean that all NGSCB-enhanced systems are in daagrthe compromised system

is.

Encrypted data can be migrated between computersgptographical keys can be
backed up in case of a hardware change or falwteno details outlining this process
are available (Microsoft, 2003c). A third party rhligely be involved, because if
users could migrate NGSCB-encrypted data freelyatwhiould stop them from
migrating such data for the purpose of illegallgtdbuting it? In any case, hardware
changes and failures are not overlooked.

The user can create differereialms of datgCarroll et al., 2002). These realms have
their own identifiers and policies, and therefoiteva users to set up for example one
realm for financial information, one realm for ca@ntial documents, and one realm
for everything else. This separation can be seea mamber of vaults containing
different items (Carroll et al., 2002). This makegossible, as Carroll et al. (2002)
point out, for users to have one part of the syspeatected while simultaneously
having a completely open part. In other words, NBSBhanced software can work
with protected data while at the same time a Welwber is run in an adjacent
window, since the open environment cannot interferany way with the protected
environment because such interference would hawgotthrough the nexus, which
would not allow it to pass.

With NGSCB it will be possible to establistiosed spheres of trugCarroll et al.,
2002) which are related to the concept of realnsileed above. The purpose of a
closed sphere is to define under what circumstatitatsa particular protected area
may be unlocked (that is, when the recipient cartrbsted). Carroll et al. (2002)
describe how this is accomplished: data or sendcesassociated with one or more
authorized users and with the applications that adived to access the data or
service. It is therefore possible to unlock onecdjmeclosed sphere that contains the
data that is needed in a certain situation. Ther®t one area that contains all data to
be protected, and if that area is unlocked allgoteid data is available; rather, the
user can unlock a certain closed sphere when dipegations that are related to the
data in that sphere, while data in the other clagdebres are still protected.
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Secure and insecure windows will not look the same:

“A non-writable banner with a trusted icon and praigr name appears
on the top of each trusted window. The trusted aiwndannot be covered
by other windows for programs that are runninghe standard operating
system environment. If more than one trusted windowpen on the
desktop, they do not overlagMicrosoft, 2003a, p. 11.)

This makes it easy for users to distinguish betwssmure and insecure windows so
that for example secret information is not enteneid an insecure window. In
addition to the visual difference the two typesvoidows behave differently

2.3.4 Summary

NGSCB is a project that is being developed by Mioft It has certain similarities
with TCPA/TCG, but NGSCB has some features thandbexist in TCPA/TCG,
such as protection of intrasystem communicationtristed area of the system is
established, and all requests to access and/opolate data in the trusted area must
go through the controlling software (called the umxthat verifies the requests
according to certain criteria and, depending onthreor not the verification was
successful, grants the requests access. This appisaates trusted applications and
data from the rest of the system environment faximam security.
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3 Problem Description

The purpose of the dissertation is described s ¢hapter. The problem that will be
presented, analyzed, and discussed in this difiserts stated, and motivation is
given as to why this problem is important and wettle to pursue.

3.1 Problem Specification

The overarching question is whether the positidesiof TCPA/TCG and NGSCB
outweigh the negative sides; in other words, wihrettnested computing must
necessarily be disadvantageous for users or sf possible that the technology could
benefit them. This dissertation is primarily comesd with the following issues:

* What are the benefits of TCPA/TCG and NGSCB forrs@d-or what could
trusted computing be used beneficially?

* What are the risks with TCPA/TCG and NGSCB for g8afiow could trusted
computing be used to cause damage to users?

* Why are TCPA/TCG and NGSCB criticized? Is the rdisgticism valid, and
can it be answered?

Other issues connected to those above will be Imoug and discussed where
appropriate, and a discussion in more general tenthbe given in Chapter 7.

3.2 Motivation

TCPA/TCG and NGSCB are solutions proposed to addites increasing need for
high security and trust that exists, and they gshalso safeguard users’ right to
privacy by protecting personal information. Botlitiatives include means to protect
the privacy of the users without neglecting theusiéc aspects.

It is likely that TCPA/TCG, NGSCB, another similauitiative, or a combination of
them will become a reality in a not-too-distantufgt. For that reason, an analysis of
how the two currently existing initiatives have emgched the issues of security and
privacy from a viewpoint of the users is of intére&such an analysis would serve to
clarify what the benefits and risks of the two sys$ are. When systems like
TCPA/TCG or NGSCB are fully deployed, it is importato be aware of the
implications they will have in the areas of sequeahd privacy so that none of them
come as a complete surprise. It is better to dssthis now, when TCPA/TCG and
NGSCB are under development and it is not tootlateffer suggestions and convey
comments and opinions to the developers.

Criticism can serve an important purpose by malkiagple aware of things that the
proponents either do not talk much about or dorthest to hide. As in any process
with profound implications for a large number ofdivmiduals, companies,
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organizations, and governments, it is importantt thka much information as

possible—both positive and negative—is given tas¢éhevho make the decisions and
to those that are affected by the decisions. Ingleb, well-informed decisions can be
made and actions taken. By ventilating criticisntha stage, it is possible that the
organizations behind TCPA/TCG and NGSCB heed timegmtive opinions and do

their best to try to amend the issues that areizetd, given that the raised criticism is
valid.

Furthermore, it is important to see if the critioishat is raised can be answered. It is
important to filter out wvalid criticism from criism that stems from
misunderstandings or is raised without any jugiléagrounds just for the purpose of
criticizing. Therefore, possible answers to thetiggem will be included in the
analysis.

3.3 Purpose

The dissertation aims to analyze and discuss thianggges and disadvantages that
TCPA/TCG and NGSCB will bring to users in the areésecurity and privacy. Do
TCPA/TCG and NGSCB live up to the promises thatpteponents have put forth?
Is the criticism right in all its claims?

The information available from the organizationatthave developed TCPA/TCG
and NGSCB will be set against some of the criticthat has been raised against the
two systems. The purpose of this is to see wharectitics may be correct in their
arguments and where they may be wrong. What arartpenents that are put forth
by individuals and organizations that criticize T&EPCG and NGSCB? Is it possible
that some of the criticism is incorrect, whethermbigtake, insufficient knowledge of
the details, or perhaps intentionally? Is it posstb state, from the results that have
been obtained, the benefits of and risks with W gystems for users?

This is done in an attempt to evaluate trusted eadimg@ from the perspective of the
users. Is trusted computing something that usessldHear or is it something that
they should welcome?

3.4 Expected Result

The expected result of this dissertation is to shioat even though TCPA/TCG and
NGSCB include features that could potentially leadunwanted consequences, the
two systems offer a number of features that areavmeé efforts to make the currently
insecure, networked world more secure. It is WiBPA/TCG and NGSCB are still
in development stages that the public must be naagee of the features of the two
systems, their advantages and disadvantages, anchpfications that they will have
once they are introduced and available on the marke
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4 M ethod and Approach

This chapter contains a brief discussion concerrogyv the problem will be
approached and analyzed. Issues regarding theenefs, such as quality and bias,
will also be brought up.

4.1 Method

Due to the nature of the issues that this dissentateals with, the adopted approach
is literature studies. There are issues with baaimssertation on literature studies,
just as there are issues with other approachesksiwthe case of this dissertation,
literature studies are the most appropriate appré@aeasons explained above.

The dissertation will be based on published, pdnéeticles and books whenever
possible. Since TCPA/TCG and NGSCB are systems alatunder development

there are limits as to the amount of material enitand published in print about these
systems. Due to the lack of sufficient printed mate many of the references

pertaining to the two systems come from sourcesladbla on the Internet where

details about TCPA/TCG and NGSCB are availablecas @s they become publicly

known. There is plenty of information on TCPA/TC@daNGSCB available on the

Internet, and the reason for this is that the systie question are highly controversial
and tend to evoke some kind of opinion in everyam® has at least some basic
knowledge of what TCPA/TCG and NGSCB are about.

The quality of the information available on the dmtet varies very much, and
therefore the references used in this work have bekected because they come from
high-quality, trusted sources that can be assumegublish information that is
correct, true, and verified. Furthermore, the infation must not contain any claims
that cannot be verified or at least assumed to dreect based on information
available from other trusted sources. Sourcesmieatt these requirements include the
TCPA/TCG and Microsoft, The New York Times on theehY and The Register.
Names such as these are taken to be guarantetb® fquality and correctness of the
information that is published. Individuals that yide information should be known
to be somehow involved with TCPA/TCG or NGSCB (moent or opponent) or be
able to show that his/her information is supportsd other high-quality, trusted
sources.

Much of the information about TCPA/TCG and NGSCBI we taken from material
published by the TCPA/TCG and Microsoft respectiveClearly, some of this
information will be biased; however, the formal sifieations can be regarded as less
biased than more informal information such as hwoet and documents with
guestions and answers. The reason for that ighbatpecifications are meant to give
detailed technical information about the standah@sice, they do not contain much
informal text, and if they do, that text is cleariparked as being informal.
Furthermore, since the TCPA/TCG is an organizationsisting of many member
companies, it is important to be aware that angrmation on TCPA/TCG from the
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organization’s members is likely to be biased. $ame goes for critical information
as well, which is likely to be biased toward thkestside in much of what is written.

4.2 Approach

The work commenced with the decision to searchinkernet for as much relevant
information as possible in the following categories

* Information about TCPA/TCG and NGSCB from the depels (the
TCPA/TCG and Microsoft).

* Information about TCPA/TCG and NGSCB from sourcékepo than the
developers.

» Information with a positive view of TCPA/TCG and [SGB (not including
the developing organizations).

* Information with a negative view of TCPA/TCG and SGB.

The search for information was divided into threetp based on the above categories.
First interesting information was gathered from T@PA/TCG and Microsoft. The
next step was to find information from other Int&trnsources, such as online
newspapers and magazines. The third part was @ndpecifically positive and
negative information about TCPA/TCG and NGSCB. Ehare many texts available
on the Internet criticizing TCPA/TCG and/or NGSAB;fact, negative information
was easy to obtain, while acquiring information hwia positive stance toward
TCPA/TCG and/or NGSCB required a bit more effort.

The printed material used in this dissertation led general information on topics
closely related to TCPA/TCG, NGSCB, and other intgar concepts and terms
discussed herein. Printed material has been usedupport non-print sources
whenever possible, but in most cases this was osgilple for reasons explained in
Section 4.1. Therefore, the Internet was the ldargearce of information. Care has
been taken to use sources that were deemed gegrtenatiorthy and correct in order
to ensure the quality of the information.
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This chapter presents possible benefits of TCPA/T&@®E NGSCB, as well as
criticism that has been raised against the twoesyst Much of the criticism against
the two systems stems from the fear of losing taedom of choice and control over
one’s own computers; therefore it is natural that focus will be on those areas. In
addition to this, possible answers to the raiséatism will be given.

5.1 TCPA/TCG and NGSCB Benefits

The features of TCPA/TCG and NGSCB were describe@hapter 2, and it should
be clear that TCPA/TCG and NGSCB are able to peowdry high security in
various ways in a number of different areas. Sowssiple applications of trusted
computing will be brought up in this section in erdo show that trusted computing
can be used beneficially for things that users abrait.

It is difficult to find information that pertain®tuses of trusted computing that users
would benefit from. Some possible applications lar@ught up in the material from
the developers, but these are only a small patteofreas in which trusted computing
could be used. One possible reason for the seesnargity of information on positive
uses of trusted computing from sources not direicplved in the development of
said technology may be that it is easier to find discuss the extreme risks than it is
to do a thorough analysis of the complexities efigsue in order to obtain the subtler
nuances. Another reason may be that one probalolgives more attention and
publicity discussing the risks since trusted conmgutseems to have a negative
connotation among the majority of users.

The most important feature of TCPA/TCG and NGSCBhwiespect to possible
applications is remote attestation (see sectiorlR\ghich is at the center of trusted
computing since it allows clients and servers tsie that their counterparts can be
trusted, where trust is defined differently depegdon the application. Sealed storage
provides a means for storing data securely, andesso isolation and secure
input/output—NGSCB-only features—give further achaayes.

Trusted computing could be used to combat spanvianses (Microsoft, 2003c). The

technology could be used to digitally sign e-mailto ensure that some complex
computation is performed before messages are gbet latter would prevent

spammers from sending thousands of messages paetensimce the computation for
each message may take something like 10 or 20 dsrodsers could then reject
messages or treat them as spam if they are naedignif the sender cannot prove
that the required computation was actually perfatrme

When it comes to viruses, trusted computing coulatget antivirus software from
corruption, thus ensuring that it will always beleabo detect and remove viruses
(Microsoft, 2003c). Furthermore, viruses and ottieds of malicious software would
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be unable to access and steal sensitive informatamed securely by the means that
trusted computing makes available (Safford, 2002).

Online electionsvould benefit from trusted computing since it wbualake it possible
for the central voting server to ensure that aliev® are running an authorized and
unmodified version of the voting software (“Intetivdting, Safely,” 2004). Sensitive
data related to the voting could be securely staretiwould not be available even to
the voter, something that would prevent vote sgllim the case of NGSCB, in
addition to the above, no other software would bke @0 interfere with the voting
software, and no other software would be able ter@éept input (keyboard, mouse) or
output (what is displayed on the monitor).

Multi-player computer gamesould be improved by trusted computing (“Intenagti
Uses of Trusted Computing,” 2004). Game serversladvba able to ensure that all
players are running an unmodified version of thegawhich means that it would not
be possible to cheat. Furthermore, data supposeel idden from the players can be
kept hidden.

Trusted computing would greatly improve sexurity of online financial transactions
by enabling the bank to make sure that the cliantlme trusted (“Interesting Uses of
Trusted Computing,” 2004). Sensitive financial daem be securely stored, other
software cannot interfere with the software througdtich the transactions take place
(e.g., a Web browser or a dedicated banking soffyyand—with NGSCB—financial
information displayed on the monitor cannot bercgpted by other software.

In peer-to-peer (P2P) networKalso know as file-sharing networks), users cauen
that other users are running authorized and unmeaddilversions of software
(“Interesting Uses of Trusted Computing,” 2004). @wtecting such networks from
unauthorized and modified versions, the networkkhei safer and stabler. Schechter,
Greenstadt, and Smith (2003) have argued thatgtdéd computing lives up to its
promises, then that technology will be able to @cbtpeer-to-peer networks from
attacks and make them safer and more reliable.ciaB client software would not
be able to access the networks since remote dipestaill prevent unauthorized
software versions or authorized versions running computers that cannot be
considered trusted from using the networks. Fumtoee, secure storage and
curtained memory could be used to provide secuta dirage and ensure that
malicious software running on client computers cdnnterfere with clients’ peer-to-
peer software on the same computer (Schechter, 08i3). Worth noting is that one
of the persons mentioned in the “Acknowledgmentsadpter of the paper is Ross
Anderson, who has argued strongly against trustadpating, and also that the
authors’ research was partly supported financiajlyCompaq, HP, IBM, Intel, and
Microsoft, all of which are involved in the developnt of trusted computing.

Distributed computindSETI@home and distributed.net for example) wdgdable
to take advantage of trusted computing to ensuae dhent software is unmodified
(“Interesting Uses of Trusted Computing, Part 2002). The data is modified to
make the client process data faster and therebg egher ranking, but it makes the
processed data useless for scientific purposesclidm’s data can be protected from
modification by software other than the clientlitse

23



5 Analysis

Trusted computing could helprotect customer privacywhen shopping online
(“Interesting Uses of Trusted Computing, Part J02). Customers would be able to
verify that shopping sites are using software apgdofor that use and is known to
keep customer data private.

The above are just a few of the possible applioatiof trusted computing, and when
trusted computing is widely available (assumingvil be at some point in time)

many more ways of using this technology will becdigered. With more secure
computers, there will be a number of novel thingat twe will be able to use our
computers for, things for which computers thushi@ve been too insecure.

Critics could claim that all beneficial uses ofdied computing are just devised to
direct attention away from the risks, or they makrwledge that the benefits are
real but that they are not proportionate to th&srisn any case, if the critics have
decided that trusted computing is basically baduk®rs, then no amount of possible
beneficial uses of the technology is likely to cioioe them otherwise.

5.2 TCPA/TCG and NGSCB Criticism and Repliesto It

The purpose of this section is to present and aeatyiticism that has been raised
against trusted computing. Possible replies toctiitecism will also be considered.
Focus will lie on digital rights management andrysévacy.

5.2.1 Digital Rights M anagement (DRM)

The term “digital rights management” or “DRM” isag for hardware and software
that make it possible for owners (copyright holdemntent providers, etc.) to decide
in what ways their material can be used by enfgrdhre policy set by the owners.
This could for example be that a certain documanhot be printed or edited, or that
certain music and video files can only be run byligptions that are known to

enforce the policies decided by the owners of thHibse. It seems likely that content
providers would take advantage of whatever meaasasailable for strong DRM

systems, including trusted computing.

Critics, such as Anderson (2003), claim that thenary motivation for developing
TCPA/TCG and NGSCB is DRM. With the strong DRM thBEPA/TCG and
NGSCB make possible, the owners of copyrighted r@tsuch as music and movies
could make sure that their material is used irviag that they want, and only in that
way. There is a real potential for misuse and &xirictive policies, and fair use is
threatened.

Question four in a document containing questiors amswers (TCPA, 2002e)ls"
the real ‘goal’ of TCPA to design a TPM to act aDRM or Content Protection
device? (p. 1). The answer that is given is as expectghtive. TCPA/TCG is about
increasing trust in computer platforms. Therefdrean be argued that TCPA/TCG is
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not about DRM, although it could possibly be extshdor that purpose since it
provides the basic functionality that a strong DRygtem would require.

Microsoft (2003c) claims that NGSCB is not aboutNDRbut acknowledge that DRM
would benefit from NGSCB. Therefore, while NGSCBoyides a strong basis for
DRM, it will also give consumers better securitygrotection of privacy (Microsoft,
2003c). Protection of, for example, movies or musiorks in ways similar to
protection of personal information since what i®tpcted in both cases is data.
NGSCB does not make any distinctions between tteeitlprotects: to the system, all
data is the same, regardless of what it represEremn if it were possible to exclude
DRM entirely from NGSCB, Microsoft would most likehot do it, since NGSCB
would then not be as broad as the corporation witked

Microsoft has filed a patent regarding DRM (Orlowsk001; Loney, 2002). Loney
(2002) speculates, based on the patent applicaliaheven though NGSCB could be
used for a number of purposes, it is primarily addRM. Also worth noting is the
fact that NGSCB emerged from work done laysmall group of Microsoft employees
who were working to solve the problem of conterdtgumtion for online moviés
(Microsoft, 2002, p. 2). This provides an indicatihat DRM in some form is present
at the heart of the thinking behind NGSCB.

Schoen (2003) discusses the use of trusted congpitinrDRM enforcement, and he
acknowledges that DRM is just one possible use rogtéd computing. The
centerpiece of DRM enforcement, according to ScH@e03), is remote attestation.
The other features of trusted computing play inmgrdrtoles, but remote attestation is
what allows DRM policies to be established. The ontignce of this will be clear
later, in Section 5.2.5.

One thing to keep in mind is that widespread deapleyt of trusted computing does
not automatically enable DRM. In addition to thetpdayed by trusted computing, it
will be necessary to set up the infrastructure ttog DRM system, and this is
something that will take time for content providensd other related parties to do
(“EFF Report on Trusted Computing,” 2003). A comsable amount of work would
have to be done by content providers wishing to tmssted computing for DRM
systems. This is no argument against such useif loiaes show that effective and
secure DRM systems will not automatically followorin the implementation of
trusted computing.

Safford (2002), an IBM researcher, has statedbathinks that DRM can never be
effective and that it removes consumer rights,Hautloes not see DRM opposition as
a reason to oppose trusted computing altogether stipport trusted computing gives
to DRM is not a reason for arguing that trusted jgotimg is bad for users since all
the good uses of trusted computing are not takenaiccount (Safford, 2002).

Bechtold (2003) writes that even though a DRM sysbased on trusted computing
would be much more secure than current DRM systéntkes not mean that they
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would be completely secure. He argues that it it atoall certain that trusted
computing will even be used as a basis for DRM, thedreason for this is twofold. It
does not provide very high security against attgmdormed by the owner of the
computer, and a DRM system based on trusted congputbuld be very complex due
to the vast amount of different integrity metri¢gatt would be reported (different
hardware, different software, different versionshef same software, etc).

It should be no surprise that not even the DRM Ethby trusted computing is a
completely secure solution. Schechter et al. (2008g: “if humans are to eventually
hear the protected audio signals and view the mtet® video signals, then this
protected content can also be recorti€d. 5), and this is echoed in the document
“DRM is Great, But It Won't Work” (2004). The authof that document also writes
that DRM can at best prevent more people from usimdjstributing material illegally
than is possible with no DRM system at all, butaihnot prevent everyone from doing
so. Trusted computing would indeed provide muclorgfer DRM than what is
possible today, but if someone with the right reses really wanted to circumvent
the protection, it would be possible to do so ie @ray or another.

5.2.2 Privacy

No specific information on how privacy is protected NGSCB is available from
Microsoft, but since the privacy issues stem frdra temote attestation feature that
TCPA/TCG and NGSCB share, it seems reasonablestorasthat the privacy-related
information that applies to TCPA/TCG also appleNGSCB.

The privacy implications of remote attestation ddobe easy to see. If every
computer would be required to use the unique itdeatisociated with the computer’'s
TPM, it would not be very difficult to track thabmputer (and thereby possibly the
user) whenever remote attestation is used. Each détithins a uniguEndorsement
Key (EK)that consists of a private key and a public keyd ¢he EK is used to
authenticate the validity of the TPM. When remdtesdation is performed, the public
part of the EK must be released from the TPM (T@B03c). That would be
devastating for privacy since both the private aotlic key of the EK are unique.
TCG (2003c) writes that all TPMs must contain aquei EK because if all TPMs
shared the same EK and one TPM were compromised,ath TPMs would in effect
be compromised and could not be trusted.

The solution to this predicament was that computersld use the Endorsement Key
only in interactions with arusted Third Party (TTPJTCG, 2003c). A computer
authenticates itself against a TTP, and the TTRgdes a new key pair and sends it
to the computer. This new key pair is called igestation Identity Key (AlKand it
ensures that the key holder has been validatedTdyPa It is that key pair that is then
used in remote attestations with other partiess Tieans that other parties can only
know that the computer on the other end has a Vd&id, but they never see the EK.
This solution is certainly much better than expgsthe public part of the EK to
everyone, but the problem is that the TTP can ifletthe computer since it can
associate the public part of the EK with the AlKgénerated. To address this
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problem, the specification allows one computer btamm many AIKs, one for each
attestation if necessary (TCG, 2003c). User privacsatisfied in this way unless the
connection between the EK and the AlKs can be made.

The European Union Article 29 Working Party hastten a report on trusted
computing and the TCG, and has expressed an iht@r@sceiving regular reports
about the TCG’s work (TCG, 2004a). The backgroundthts report is that the
Working Party analyzed the TCG’s work from the pextive of European data
protection laws. A number of concerns were broughty the Working Party, and
those concerns have been addressed by the TC@ G TPM 1.2 Specification
(TCG, 2004a). One of the concerns of the WorkingyPaas that the benefits of
trusted computing for consumers are not as obwagube benefits for companies and
organizations. The TCG’s response to this wasttiere are benefits for consumers
and that more education of consumers is necessatiidm to see the benefits (TCG,
2004a).

It is worth spending some time on the new privaaated features in version 1.2 of
the TCG TPM specification to show that there isrderest in protecting user privacy.
The most important feature Brect Anonymous Attestation (DAAYhich is a way of
generating AlKs without the need to release the &l in addition to this, computers
can engage in direct attestation without goingugtoa TTP (TCG, 2003c). To use
DAA, a set of DAA credentials must be generatedhsy TPM. In the words of the
TCG: “The DAA-credentialare generated in an interaction between the TPM and
the Issuer using a TPM-unique secret that remaiitisinvthe TPM. This TPM-unique
secret is used in every DAA-credential, and istinit$ from, but analogous to, the
EK” (TCG, 2003c, p. 5). Other parties (“Verifiers"ac then determineif‘the TPM
contains a valid set of DAA-credentials from a pautar Issuer, but does not have
specific knowledge of identifying the TPM from agathers that also have valid
DAA-credentials (TCG, 2003c, p. 5).

The level of privacy that DAA gives is determiney & variable called the “Base”
(TCG, 2003c). If a random value of that variableised for every verification, DAA

gives complete anonymity, but if the same valughigays used, Verifiers can identify
TPMs if they verify themselves against the samdfiéemmore than once. So why not
include a random-number generator in the TPM aecthat to determine the value of
the Base for each verification? Doing so would madefication meaningless since a
completely random value of the Base would be taatarhto using one global EK for
all TPMs (TCG, 2003c).

The Named-Base solutiohas been developed to solve this issue, and dzeigdthat
the value of the Base that is used by a Verifieraias the same for some time before
the value is changed. This allows Verifiers ttetect repeated verification attempts
by a real or cloned TPM using the same DAA-creddsit{TCG, 2003c, p. 6). The
point is that if a TPM’s DAA credentials were soroehcompromised and used in
cloned TPMs, all those TPMs would use the sameevafuihe Base; i.e., the Verifier
would see more than one TPM trying to verify thelvs® using the same DAA
credentials. Regarding anonymity, TCG (2003c) write
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“If each Verifier uses a distinct Named-Base and itherval between
Named-Base changes is short, then the DAA protacbieves nearly
perfect anonymity. In particular, if a TPM approasha Verifier only
once during the interval of a given Named Basestfstem provides the
same anonymity for that TPM user as if a randomeBaas used(p. 7)

Delegationis another privacy-related feature that allows skistem owner to grant
software access only to certain TPM commands andiandhe entire set of such
commands, thus making it possible for softwarede certain commands without the
owner password and only allowing trusted softwaveekecute privacy-sensitive
commands (TCG, 2003c). The other new features coimge privacy areNon-
Volatile (NV) Storage(basically an extension of protected storagBjansport
Protection (allows the TPM and trusted processes to commteisacurely), and
General Purpose I/O Functiofprovides secure communication between the TPM
and other hardware installed in the computer) (T2@3c).

The author of “EFF Report on Trusted Computing”Q2Pwrites that there is a risk
that the companies involved in trusted computind ¥l to find a satisfactory
solution to the privacy issue due to its complexitd therefore allow user privacy to
be compromised. Clearly, the new features of vardi@ of the TPM specification
discussed in the last few paragraphs above areaqyipositive and a great
improvement over the earlier version 1.1b spedifica The organizations working
on developing trusted computing seems to havenkstéo and addressed the issues
raised by various groups, something that becomparapt if a comparison is made
between the privacy-protecting features of verdiditb and version 1.2 of the TPM
specification.

5.2.3 Anti-Piracy Systems and Remote Censuring

It has been suggested that TCPA/TCG and NGSCB cheldised for anti-piracy

purposes (Anderson, 2003; Microsoft, 2003; TCPAQZ). The idea is that

TCPA/TCG- and NGSCB-enabled systems will be abldirtd and delete pirated

software. One example of this would be that if arusies to run a pirated program,
the operating system would be aware of this sirg@i@tions must be validated
against a central server before they could exeamig the pirated program would not
be allowed to run and it might even be automaticdéleted. This, however, would
go against the important part of TCPA/TCG and NGSB& says that the system
owner will have complete control over his/her systnd that no action will be taken
that goes against the owner’s wishes (TCPA, 200Rerosoft, 2003).

The TCPA (2002¢) states thah& TPM is a passive devic. 1) and that ‘fJhe
TMP is not intended, nor is it sufficient for aptracy systenis(p. 2), and Microsoft
(2003c) writes that there will be no anti-piracytigres in NGSCB. There is nothing
in the current specifications that allows for reenaleletion of software or remote
validation of individual software registration keysbeit Safford (2002) notes that it
could theoretically be done. The TPM is a passigeic® and performs tasks only
when it is asked to; it is not actively monitorimghat goes on in the computer.
Therefore, there would be no problem running pdaeftware of today; however, it

28



5 Analysis

is possible for future software to be written tketadvantage of the new features of
trusted computing, and that would make runningydlecopies of such software much
more difficult (Microsoft, 2003c).

Related to the above is remote censuring. Schoed3j2describes a case of such
censuring. A program could be written to use a cation list from some authority. If
the program is a document viewer, the revocatistmtiay contain documents that the
viewer is not allowed to open. It would be possitilerevoke documents long after
they have been distributed, and even if users favexample downloaded them to
their own computer from the Internet (Schoen, 2008jis would clearly be a very
effective censuring, and it would certainly havevattating implications. Just as in
the case of anti-piracy systems, there is no sugictionality in the current
specifications, but it is something that shouldkiept in mind as it is not a wholly
unrealistic scenario.

5.2.4 Open-Sour ce Softwar e and L ock-In Scenarios

There are critics, such as Ross Anderson (2003) sdy that TCPA/TCG and

NGSCB can pose a big threat to open-source developrAs the argument goes, all
software wishing to run on TCPA/TCG- and NGSCB-dedbsystems must be

certified. Furthermore, with TCPA/TCG and NGSCB @amies can make sure that
their proprietary file formats cannot be read by ather application than their own.

This would prevent for example files created witicisoft Word to be opened with

competing products such as Sun Microsystems’ StieOdr the free OpenOffice.org

(Anderson, 2003). A similar scenario is given byBeld (2003), though he gives a
more nuanced and objective account.

As Safford (2002) points out, there is no requiretnaf code validation in trusted

computing. Anyone can write programs that use #muires provided by trusted
computing, and no certification or validation otbucode is necessary (“EFF Report
on Trusted Computing,” 2003). The user, and noalse, decides what software runs
on the computer.

One of the questions concerns the possible developwf a nexus for operating
systems other than Windows, such as open-sourceatope systems (Microsoft,
2003c). The answer is that it is technologicallggble, but Microsoft adds that there
are issues with patents and intellectual propestgdnsider. It is not entirely clear
how this should be interpreted, but it seems tthieecase that there would be issues
to resolve before a nexus could be developed ferralte operating systems. In any
case, this is something that only concerns NGSGCdeas not affect TCPA/TCG.

Anderson (2003), Bechtold (2003), and Schoen (2028)g up problems with

software interoperability. Imagine a scenario whareiser has a lot of important
information stored in files created with a certpimogram. That program could have
been written to take advantage of the featuresustdd computing to make it difficult
or impossible to open those files with a producirfra competing company. The

29



5 Analysis

hassle that would be involved in the migration Ibftlee data to another file format
may be too much work and too costly for the usssghey simply continue using the
original software, even though the competing saftwéor some reason may be
preferable.

Trusted computing makes it possible for comparsesnable lock-in that is virtually
impossible to circumvent, and according to Sch@893) it is remote attestation that
is the primary cause of this problem, with sealeage playing a secondary role.
There are, however, people that do not share ibwg. v he author of the “EFF Report
on Trusted Computing” (2003) writes that sealedragje is the primary feature
involved in lock-in scenarios, since it only allot® program that sealed certain data
to unseal it again. This difference is importantsi Schoen (2003) argues that remote
attestation is bad; the other features of trustedputing are generally good. If it is
sealed storage and not remote attestation thaeisntportant feature in question as
far as lock-in scenarios are concerned, as indesohs to be the case, then it is not as
simple a task as the EFF report makes it looktlikdraw a line between the bad and
the good features of trusted computing.

In addition to software lock-in, Schoen (2003) dsses a different kind of lock-in

that concerns the Web. Web sites might requirg¢orsito use a certain Web browser,
and if users try to access the site with a diffelowser, they will not be able to do
SO since remote attestation will reveal to the Wigb that the users are not running
the required Web browser. While this is perhap®ss llikely scenario, the mere
possibility of it should not be underestimated.

5.2.5 Owner Override: A Proposed Solution That Does Not Work?

The last part of this criticism-and-replies sectwifi be concerned with a proposed
solution to eliminate some of the perceived riskh wusted computing. The solution
is proposed by Schoen (2003) and comes in the ddran Owner Override.

One thing that seems to permeate criticism ag&insted computing is that computer
users lose some control over their own computed by including an Owner
Override feature, it would be possible to retairmptete control. Schoen (2003)
writes that it is remote attestation that is thgglkist worry, and the Owner Override is
therefore related to that function. Here is a sungrothe Owner Override:

“Owner Override works by empowering a computer ownehen
physically present at the computer in questionibgeately to choose to
generate an attestation which does not reflect dbtual state of the
software environment -- to present the picture ef khoice of her
computer’s operating system, application softwaredavers.” (Schoen,
2003, p. 12.)

In other words, a computer owner can actually mtdes computer lie about the
system state. Unauthorized changes can still bectdet since generation of false
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attestations requires the active participatiorhefuser. The point is that users should
be able to conceal the voluntary changes a usemhds on his/her computer. One is
tempted to ask if it would be possible to guararitest false attestations can be
generated only by a user’s active involvementt ksompletely inconceivable that a
way of generating such attestations automaticallylcc be found and exploited for
malicious purposes?

Schoen (2003) claims that an Owner Override featoelld not undermine the
benefits of trusted computing, something whichrisicized by the author of “EFF
Report on Trusted Computing” (2003) who writes thath a featurdoesundermine
remote attestation and render it useless. The wiwilg of remote attestation is that
attestations should accurately reflect the curstate of the computer, so allowing the
computer owner to generate false attestations sdentecrease dramatically its
usefulness.

While the Owner Override suggestion may or may bwtan acceptable means for
improving trusted computing for users, it is certpipositive that the suggestion has
been made in the first place. Instead of immediatgjlecting trusted computing and
leave it at that, people like Schoen can contribuite valuable suggestions that, even
though they may forever remain suggestions, coaleta direct or indirect impact on
the future work on trusted computing.

5.3 Summary

There are already at this stage examples of hogtelucomputing could enhance
applications that are beneficial to users, and nayee likely to be discovered as
trusted computing develops. Some of the things dhafcriticized are based more on
fear, speculation, and misunderstanding than ais.fadost of the valid criticism can
be answered, or is otherwise not a reason fortregethe whole concept of trusted
computing. There are, however, valid points of @ncas the two initiatives
potentially could be used for other purposes thanrtended ones.

Many critics claim that trusted computing primaritybeing developed for software
vendors, content suppliers, and the like, and ootgfeatly enhanced security and
privacy for consumers. The situation is, howevet,as simple as that. The reason for
this is that it is the same technology that is &obpin different ways. The technology
that enables much higher security for users is#ime technology that enables much
stronger DRM systems, poses a threat to user pivamakes technical lock-in
situations possible, etc.

As has been discussed above, the developers eédrasmputing have shown that
they are willing to address user concerns; for gtamthe new privacy-related
features of the TPM v1.2 Specification are not fastshow; they actually enhance
the protection of privacy.
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The general benefits of TCPA/TCG and NGSCB areveot difficult to see. Services
that exist today could greatly benefit from thereased security that would be the
result of trusted computing. There may be servibas are cumbersome for users to
access or use due to extra precautions that hawe tisken to ensure a sufficient level
of security, and such services could potentiallyrtzgle both securer and easier to use
through the deployment of trusted computing. Itikely that new services will be
developed that have previously been impossible wue¢he insecure computing
architecture.

Trusted computing would not have been such a coeatstal subject if the story had
ended there, but it does not. The same technoluglyis used to provide security in
trusted computing could be used in various ways Wwald possibly be devastating
for users. With trusted computing, it becomes paesio enforce strong DRM

schemes that control what users can and cannotitthopnotected material. While

many would perhaps not see anything inherently graiith DRM, it is the same

technology that could allow software companiesrtsuee that files created with their
products cannot be opened with software from a atimg company.

Another concern is that of user privacy. Solutitimst allow privacy to be protected
exist in the TPM specification, and they have beemtinually improving as concerns
from various parties have been addressed. Othamemgts against trusted computing
have been shown to be pure speculation at thid potime: software will not require
certification to work on or take advantage of trewnfeatures of TCPA/TCG- and
NGSCB-enabled systems, and there exists no furadtiprior detecting and deleting
pirated software. The same goes for remote cergguBnich functionality could,
however, conceivably be implemented at a later estagjrguments based on
speculation have less force than those based ¢, taat trusted computing should
nevertheless be discussed not only in the shart-parspective but also in the long-
term perspective.

Steps must be taken to ensure that trusted congpwilhnever be used for malicious
purposes, and they must not be confined to one saarefa as technology or politics;
rather, a broad approach is needed. Even thougbneomay be considering using
trusted computing maliciously as the situation kééday, once the technology is in
place, such behavior might be very tempting.

It should be clear by now that TCPA/TCG and NGSE@8double-edged swords and
that there is no way of getting away from that. sted computing can be used for
good purposes and for bad purposes since it isahee technology that enables both
types. We cannot have the good without the bad.t\Wéa be done is to ensure that
the good effects of trusted computing are maximiaed the bad effects minimized.
Ultimately, it is the policies that are enforceattldetermine how trusted computing
will be used, and this would be an interestingdfielf further study, addressing
guestions such as what policies give the best balaetween the needs of users and
corporations. There may come a point in time, ha@wewhen users, if they want the

32



6 Conclusion

advantages of trusted computing, must accept teatechnology could potentially
have some bad effects and that it does come witle stisadvantages. One possible
venue for future work would be to conduct a surgéyser acceptance among people
that are educated on what trusted computing isedlsaw its benefits and risks.

So, are users better off with or without trustedhpating? Early in the development
of trusted computing, it certainly looked as if thisks of the new technology
outweighed its advantages, but things have chafgethe better since then. The
latest TPM specification (version 1.2) includesesal new features for protecting
user privacy, and these features are the resulfeeflback given on earlier
specifications. Judging from the latest TPM speation, the TCG is committed to
addressing user concerns regarding privacy andibgues, and this is a promising
sign. It is not possible to evaluate fully trusteomputing at this stage since the
technology is currently in development, but a gehewonclusion based on the
information that is presently available will now agempted.

The advantages of TCPA/TCG and NGSCB in their curfiem are too good to be
disregarded and simply abandoned. Therefore, thelajgers need to work hard to
ensure that the worst fears of the opponents caer lmecome true while at the same
time making sure that none of the advantageouaresabf trusted computing are lost.
User concerns should be addressed appropriatel§iraaly, and the organizations
involved in the development of trusted computingudtd make an effort to minimize
potential risks and to educate users on what gtetdogy is about so that the
discussion does not hinge on misinformation or miustandings. If this is done,
then users should be able to adopt trusted congpatid enjoy its advantages without
having to fear its disadvantages.
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One thing that merits discussion is the fact thatrdsoft was a founding member of
TCPA and later TCG, but the corporation is at e time working on a project of
its own. One might wonder why Microsoft is not signpvorking to bring the
additional features of NGSCB within the frameworkT®€CG. The answer is likely
that the work of the TCG is meant to be broad, dpglto a wide range of computing
devices. The additional features of NGSCB essdnt@incern PCs only and are
therefore of little interest to the TCG; the orgamtion provides a general framework
and individual corporations are free to add furtherhancements to specific
implementations based on the TCG specifications.

DRM is something that is widely discussed. What esaik controversial is that it can

be used to restrict what users can do with things sis audio and video files that are
in their possession, the restrictions being impdsetbr example the copyright holder

or the content provider.

At first glance, DRM may seem perfectly reasonakdé.course copyright holders

should be able to control how their material isdjsend of course movie makers,
record labels, software developers, etc., areledtib make sure that their products
are not illegally copied and distributed againgirtiwishes and without their getting
paid for the work that has gone into these prodydise document “DRM is Great,

But It Won't Work” [2004] discusses something alotiggse lines.) However, as
Loney (2002) notes, a strict DRM would probably md#ir use a nonexistent thing.
(Fair use is defined by Calem [1997, p. 1] asdoctrine that allows the general

public to use some copyrighted materials for cerfairpose’s)

Gilmore (2001) discusses and exemplifies sevemblpms with what he calls copy
protection (DRM can be seen as a kind of copy ptme): elimination of
competition, copy protection can be abused, pdalicicge not created in open
discussions, freedom of speech and of the presthaatened, just to name some of
them. These problems are indeed real, but theyldhwat be insurmountable if a
balance between users’ rights and content providieterests can be found. DRM
systems that only take into account the intereftsoatent providers will not be
successful; a good DRM system would be a win-winasion from which both
parties can benefit, although in different ways.

Bechtold (2003) writes that even though DRM mayeifgre with fair use and
innovation, it can also have positive implicationghese areas. DRM is not a single
technology but is rather flexible and capable oinbeused for a whole range of
different purposes. It is important to note thatNDRystems could be built that take
into account fair use and other rights that usexgaaranteed through laws.

DRM systems have privacy implications since thepsge is to keep track of users so
as to know who is allowed what rights to certaimteat, and this gives content
providers the means for monitoring people’s prafees in terms of books, music,
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movies, etc. Bechtold (2003) acknowledges thegs,risut he also sees a potential for
consumers to benefit from this since it would allogtter personalization of services.
There must be a balance between user privacy ancengence. The benefit of DRM
for users from a privacy perspective would be thatlows users to control who can
read their personal information and what they camwith it (Bechtold, 2003). DRM
systems work both ways.

If a strict DRM system would be developed and impated in such a way that it
would frustrate the majority of users, there ismofor a large market of DRM
circumvention tools. For this reason, argumentsratjddRM based on the system’s
having weak protection against attacks from the erans not as far-fetched as it
might sound. Paradoxically, if DRM systems that artgoleheartedly disliked by
users become widespread, DRM circumvention toolsildvgrobably flood the
market. With such tools easily available to ust#rs,DRM system would actually be
quite unreliable for purposes of DRM, and therefbris not entirely inconceivable
that widespread use of a DRM system that can loeimovented (no DRM system is
completely secure) would eventually lead to a sibmawhere no one uses it.

DRM system must fully honor users’ rights while fgting content from illegal ways
of copying, modifying, or using it. If developer§ BRM systems do not work with
the users, there is a real possibility that thesusell strongly oppose such systems,
and no one would use them. DRM questions are comguhel difficult, but if an
appropriate balance can be found between the sigei@ content providers and
consumers, then DRM systems may actually benetiit. bo

It is the author’s conviction that a new approaclt@mputer security and privacy is
needed since the computer-based threats are vdielynto diminish as the
computerization of society continues more or lesabated, and trusted computing
seems to be a very promising solution. There alesrwith trusted computing, but
most technological advances suffer from some dmaidhge, and at least in this case
technology is not the whole story as decisions sagctvhat policies to enforce play a
very important role. The author is generally pesitito trusted computing and
believes that it will eventually be possible todakdvantage of its benefits without
having to worry about the risks. Furthermore, ththar is looking forward to a future
with trusted computing with great interest and iogim.
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